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COMPLIANCE CHECKLIST
Health
	NIS2 Annex I — Essential · Prepared with Drimt — drimt.io


Use this workbook to record readiness, evidence, and follow-up actions for each requirement.
01  /  FOUNDATION
Core obligations
	DONE
	REQUIREMENT
	EVIDENCE / NOTES

	☐
	Confirm whether your entity qualifies as essential or important under NIS2 and register with your national authority (CSIRT/ competent body) where required.
	

	☐
	Assign clear management responsibility: management body must approve cybersecurity risk-management measures and oversee implementation (Art. 20).
	

	☐
	Ensure management members follow cybersecurity training and ensure staff receive regular training (Art. 20(2)).
	

	☐
	Adopt and document a risk-analysis and information-system security policy (Art. 21(2)(a)).
	

	☐
	Establish incident-handling procedures: detection, triage, response, and post-incident review (Art. 21(2)(b)).
	

	☐
	Implement business continuity, backup, and disaster recovery plans; test them at least annually (Art. 21(2)(c)).
	

	☐
	Assess and manage supply-chain security, including supplier security requirements and vulnerability handling (Art. 21(2)(d)).
	

	☐
	Apply security measures in acquisition, development, and maintenance of ICT systems, including vulnerability disclosure (Art. 21(2)(e)).
	

	☐
	Define policies to assess the effectiveness of your cybersecurity risk-management measures (Art. 21(2)(f)).
	

	☐
	Adopt basic cyber-hygiene practices and a cybersecurity training programme for all staff (Art. 21(2)(g)).
	

	☐
	Define cryptography and encryption policies, including key management (Art. 21(2)(h)).
	

	☐
	Enforce access control, asset management, and HR security (screening, offboarding) (Art. 21(2)(i)).
	

	☐
	Deploy multi-factor or continuous authentication and secure communication systems where appropriate (Art. 21(2)(j)).
	

	☐
	Set up 24h/72h incident notification: early warning within 24 hours, incident notification within 72 hours, final report within one month (Art. 23).
	

	☐
	Map and document critical assets, dependencies, and single points of failure.
	

	☐
	Maintain an up-to-date asset inventory and network diagram covering OT/IT and cloud services.
	

	☐
	Establish vulnerability management: scanning cadence, patch SLAs, and remediation tracking.
	

	☐
	Prepare evidence for supervision: policies, logs, test results, and audit reports must be exportable on request.
	


02  /  SECTOR FOCUS
Sector-specific checks
	DONE
	REQUIREMENT
	EVIDENCE / NOTES

	☐
	Protect medical devices and hospital information systems; align with MDR cybersecurity guidance where applicable.
	

	☐
	Plan continuity of patient care during ICT outages: downtime procedures and paper fallbacks.
	

	☐
	Control access to electronic health records and monitor for anomalous access patterns.
	


This checklist is guidance, not legal advice. Verify obligations against the final national transposition and your competent authority.
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Guidance only — not legal advice. Verify requirements with the applicable authority.
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